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Bank Information




FACTS, RATINGS & RANKINGS A K EIVE STAR BANK

Five Star Bank was founded in 1999 by a group of local entrepreneurs who wanted to create the kind of
personalized banking services they desired themselves - services provided by industry experts who
were committed to partnerships grounded in shared vision and goals.

$4.4 BILLION 2024 S&P GLOBAL MARKET INTELLIGENCE
TOP 3 BEST-PERFORMING COMMUNITY BANKS

FSBC

5 STARS (OUT OF 5)

2024 RAYMOND JAMES COMMUNITY BANKERS CUP
SUPER PREMIER PERFORMING BANK

SUPERIOR RATING
SATISFACTORY 2024 PIPER SANDLER’S SM-ALL STARS
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VERTICALS & REGIONS SERVED KK EIVE sTAR BANK

Food, Agribusiness & Diversified Industries Five Star Bank serves clients

Commercial Real Estate & Construction through branch locations in
Private Practice & Professional Services Northern California, including
Enterprise (Businesses & Associations) the Capital Region, North State,
Venture Banking, Technology & Start-up and San Francisco Bay Area.

Manufactured Housing, RV & Self Storage
Small Business Administration (“SBA")
Contractors & Manufacturers

Faith-Based Community

Rancho Cordova
Downtown Sacramento

Government Elk Grpve
Healthcare &o?evnle
Non-Profit atomas
onrTen * Yuba City
* Chico
* Redding

 San Francisco
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SERVING CALIFORNIA'’S SPECIAL DISTRICTS KK EIVE sTAR BANK

Five Star Bank’s reach extends far beyond This map highlights the locations
our branch locations. Our comprehensive of public entities currently banking
suite of treasury management products with Five Star Bank.

and services allows clients to seamlessly
manage their banking needs anywhere
in California.
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Fraud Prevention




USING TECHNOLOGY TO FIGHT FRAUD

*** FIVE STAR BANK

* *

A widely-known cash management service that
helps prevent fraud and keep your accounts secure

 Reduces the risk of losing money due to
fraudulent activities on your accounts

 Automated fraud detection tool designed to
detect and stop unauthorized payments

 Automatically matches outgoing checks against
an authorized list to identify discrepancies and
ensure only authorized checks are paid

* In the event of an unauthorized item,
a digital image will be sent to you for
approval or investigation

FRAUD PREVENTION TOOLS

« Moving to Five Star Bank has
saved Herlong Public Utility
District money in banking fees
and made us money in interest
and it is always a joy when
speaking with Five Star statt.

T would highly recommend

Five Star Bank to other

Special Districts.

SANDY SEIFERT-RAFFELSON
General Manager
Herlong Public Utility District




USING TECHNOLOGY TO FIGHT FRAUD KK EIVE sTAR BANK

Adds security to your districts’ cash management with additional layers of protection to
further enhance risk mitigation and fraud reduction. When payees present a check for payment,
we compare them against the approved list of checks you issue each day. We compare account
number, date, check number and amount — and only honor checks that match completely. We send
you copies of checks that do not match, for investigation.

Our fraud mitigation tools are designed to make it easier for you to monitor your payments so
you can stay ahead of threats to your districts’ finances. Manage ACH debits posting to your
accounts via filters and blocks to reduce the risk of fraudulent ACH transactions. With Five Star
Bank’'s ACH Positive Pay, you can review upcoming debits and return them before they are

deducted from your account. You will be notified via email and/or text message of any items that do
not meet your payment criteria.
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USING TECHNOLOGY TO FIGHT FRAUD K"K EIVE STAR BANK

* *

 ACH blocks and filters stop any attempt by an outside entity to process an ACH transfer and
remove funds from an account without prior permission.

* ACH blocks prevent all disbursements from an account.

* ACH filters prevent disbursements that do not match a list of pre-authorized transactions or
identification numbers.

* ACH filters involve:
A. Giving prior permission to certain approved business partners to draw upon the account
B. Establishing an approval process for pending ACH transmissions

C. Setting maximum dollar limits on ACH debit transactions

FRAUD PREVENTION TOOLS



USING TECHNOLOGY TO FIGHT FRAUD KK EIVE sTAR BANK

¢ Five Star Bank is very familiar with
« Consistent account monitoring the government code, and therefore,
» |Less administrative costs and error able to answer a lot of the Special

e Access through online banking diStriCtS) queStiOnS. They haVG

« Receive daily notifications to review one of the best customer service

unexpected transactions teams I’'ve worked with.

 Review and indicate whether charges
should be paid or returned

 Control over what transactions are allowed
» Security & fraud control

* Internal control support

RICK WOOD
Chief Finance & Operations Officer
California Special Districts Association

 Flexible notifications

FRAUD PREVENTION TOOLS



USING TECHNOLOGY TO FIGHT FRAUD KK EIVE sTAR BANK

« Utilize dual controls — one person inputs the wire/ACH batch and one person approves/releases it.
 Utilize two-factor authentication for account online login credentials.

 Reduce the use of checks and use ACH instead. It's more secure, adds certainty to your cash flow
as to when payments will clear, and is more cost effective.

« Consider paying vendors with a purchasing card. Using ghost/virtual cards to limit who can
charge against which accounts helps protect district funds.
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INTERNAL CONTROLS TO PREVENT FRAUD KK EIVE sTAR BANK

C Every interaction with Five Star

has been proactive, pleasant,

* Reconcile your statements to verify there are no . T
unauthorized checks, debits or wires charged against and supportive. Switching

your account. from the red tape that

. . . comes with ‘big banks’
* Review signhature cards and authority levels whenever & ’

any changes occur and annually at a minimum. _— . it is so refreshing to

Remove individuals from bank transaction authority rw’ have a banking partner

Immediately upon resignation or termination. that cares about you.

* Review all bank accounts at least annually.
Consolidate or eliminate bank accounts that
are not frequently utilized.

- Limit the authority of those who can send ERIK CHRISTESON
wire transfers and ensure protocols are in W | General Manager
_ o _ Kirkwood Meadows Public Utility District

place for wire transfer verifications.

FRAUD PREVENTION TOOLS



INTERNAL CONTROLS TO PREVENT FRAUD KK EIVE sTAR BANK

* Review online users at least annually for online banking, remote deposit capture, ACH, wires
and keep their permissions updated to fit their jobs.

* Require two party authorizations (initiation and release) on all wires and ACH files.
* Collect or disable all credit cards from departing employees and delete their online profiles.

 Eliminate cash where possible as cash presents many problems and liabilities. It needs to be
counted, secured and transported. Cash also poses as a target for employee theft.

« Cash presents a safety concern for staff transporting district money to the bank and creates
inefficiencies with staff time spent traveling to/from the bank.
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INTERNAL CONTROLS TO PREVENT FRAUD KK EIVE sTAR BANK

¢ Five Star Bank’s proactive and

» Work with a bank that puts the safety of your energetic customer service has

money and information first. resulted in a better structure

of accounts, more financial
 Ensure that you have direct access to your banker.

You should have his/her cell phone number to call . .
when you need assistance. You shouldn't have to . greater interest yields than

call a 1-800 number or get stuck in a phone tree. we were earning previously.

transparency, and much

* Your banker should be able to provide you
with product advisory expertise. They should
understand your District and what will help you
and what won't.

» Your banker should know your District's needs, #F . | LARRY MCKENNEY

- . General Manager
goals and objectives. Amador Water Agency

FRAUD PREVENTION TOOLS



QUESTIONS? *** FIVE STAR BANK

* *

Senior Vice President

Managing Director of Government Banking
rballo@fivestarbank.com
916.660.5752

Assistant Vice President
Government Banking Officer

Imontgomery@fivestarbank.com
916.306.1049
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